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APPENDIX L - SECURITY VIEWS

The GCCS Core Database contains data pertaining to many different OPLANS. The table
USER_OPLAN_PERMISSION is used within applications to control which oplans a user is
permitted to see. It is possible to implement this security feature at the database level rather than at
the application level.

The security views were created to alow applications to migrate towards database level
security enforcement. For every GCCS Core Database table that contains the OP_PLN_ID column,
a corresponding security view exists. Each security view is a one-to-one copy of the base table's
structure combined with a check against the USER_OPLAN_PERMISSION table. This construct
restricts the user to viewing only those rows which they have the proper permissions to see.

This appendix contains a list of oplan related tables with their associated security views in
Subsection L.1 and the security views creation script in Subsection L.2.
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L.1 SECURITY VIEWSREPORT

AF_LOG SR
AF_PRSL_SR

AUDI TOR_ERROR_MERGE
AUDI TOR_RECE! VE_QUEUE
AUDI TOR_SEND_QUEUE
CARRI ER_ALLOCATI ON
CARRI ER_MANI FEST
FORCE_MODULE
FORCE_MODULE_DESCR! PTI ON
FORCE_MODULE_RQMI

OPLAN

OPLAN_ACCESS
OPLAN_AGENCY_USE
OPLAN_ASSUNVPTI ON
OPLAN_CARRI ER
OPLAN_CONCEPT
OPLAN_CONDI TI ON
OPLAN_CONSTRAI NT
OPLAN_FORCE_RQMT
OPLAN_FORCE_RQMI_CARGO
OPLAN_FORCE_RQMI_CARGO4
OPLAN_FORCE_RQMT_LOC
OPLAN_MAJOR_FORCE
OPLAN_M SSI ON
OPLAN_NARRATI VE
OPLAN_NONUNI T_RQMT_CARGO
OPLAN_NONUNI T_RQMTI_LOC
OPLAN_NONUNI T_RQMT_PRSL
OPLAN_PARENT
OPLAN_RELATED_PERSONNEL
OPLAN_RESOURCE

OPLAN_RESUPPLY_SHORTFALL

Security View
AFLOGSRW
AF_PRSL_SR WW

AUDI TOR_ERROR_MERGE_VW
AUDI TOR_RECEI VE_QUEUE_VW
AUDI TOR_SEND_QUEUE_VW

CARRI ER_ALLOCATI ON_VW
CARRI ER_MANI FEST_VW
FORCE_MODULE_VW
FORCE_MODULE_DESCRI PTI ON_VW
FORCE_MODULE_RQMT_VW
OPLAN_WW

OPLAN_ACCESS VW
OPLAN_AGENCY_USE_VW
OPLAN_ASSUMPTI ON_VW
OPLAN_CARRI ER_ VW
OPLAN_CONCEPT VW
OPLAN_CONDI TI ON_VW
OPLAN_CONSTRAI NT_VW
OPLAN_FORCE_RQMT_VW
OPLAN_FORCE_RQMTI_CARGO VW
OPLAN_FORCE_RQMI_CARGO4_ VW
OPLAN_FORCE_RQMTI_LOC VW
OPLAN_MAJOR_FORCE_VW
OPLAN_M SSI ON_VW
OPLAN_NARRATI VE_VW
OPLAN_NONUNI T_RQMI_CARGO VW
OPLAN_NONUNI T_RQMI_LOC_ VW
OPLAN_NONUNI T_RQMI_PRSL_ VW
OPLAN_PARENT VW
OPLAN_RELATED_PERSONNEL_VW
OPLAN_RESOURCE_VW

OPLAN_RESUPPLY_SHORTFALL_VW
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Tabl e Security View

CPLAN ROUTING  OPLANROUTINGW
OPLAN_SUPPLY_SHORTFALL OPLAN_SUPPLY_SHORTFALL_VW
PDR_FM _COLLECTI ON PDR_FM _COLLECTI ON_VW
RDA_COLLECTI ON RDA_COLLECTI ON_VW
RDA_ERROR_LOG RDA_ERROR_LOG VW
SUPPL_RMKS_CARGO SUPPL_RMKS_CARGO VW
SUPPL_RMKS_FORCE_RQMT SUPPL_RMKS_FORCE_RQMI_VW
SUPPL_RMKS_PRSL SUPPL_RMKS_PRSL_VW

SUPPORTI NG_CI NC SUPPORTI NG_CI NC_VW

SUPPORTI NG_OPLAN SUPPORTI NG_OPLAN_VW
USER_OPLAN_PERM SSI ON USER_OPLAN_PERM SSI ON_VW
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L.2 SECURITY VIEWSCREATION SCRIPT - gen_sec_views.sql

set
set
set
set
set

Date: 29 July 1996

I nstructions:

This script should be run as table_master. Fromthe directory that contains
the script file, the dba should login to sql plus as

tabl e_master and type @en_sec_views to generate the views.

The following script generates views containing the OPLAN perni ssion

check for each base table owned by table_master containing an OP_PLN_|ID
(OPLAN_ID). This enhancenment to the database is to provide enhanced security
through restricting access to the database through views. The views created
by this script represent the first step in upgrading security. Applications
will in later releases code against the views rather than the base tables.
The script creates coresponding grants and synonyns for each view.

echo of f
head of f

f eedback of f
newpage O

l'i nesi ze 132

spool /h/SMVDB/ Scri pts/ SM bl d_t abl es/ sec_vi ews. sql

sel

ect 'create or replace

view' || table_nanme || '_VW

as

select * from"' || tabl_e_name |l ' a

where exists (select op_pln_id

from user_oplan_pernmission b
where b.user_id = replace (user, ''OPS$' ")
and b. OP_PLN_ID = a. OP_PLN_ID);"

from sys. dba_t abl es
where owner = 'TABLE_MASTER and table_name in

sel
on

(sel ect distinct table_nanme
from sys. dba_tab_col ums
where (owner = 'TABLE MASTER
and colum_name = 'OP_PLN_ID));

ect ' GRANT sel ect, update, delete, insert
TABLE_MASTER.' || table_name || '_VW

to SMDB_USER;'
from sys. dba_t abl es
where owner = 'TABLE_MASTER and table_name in

sel

(sel ect distinct table_name
from sys. dba_tab_col ums
where (owner = ' TABLE MASTER
and colum_name = 'OP_PLN_ID));

ect 'create public synonym'
tabl e_nanme || VW

for TABLE_MASTER "

tabl e_nane ||

from sys. dba_t abl es
where owner = 'TABLE_MASTER and table_name in

(sel ect distinct table_name
from sys. dba_tab_col ums
where (owner = ' TABLE MASTER
and colum_name = 'OP_PLN_ID));

spool off
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set headi ng on
set feedback on
set echo on

spool /h/ SMVDB/ Scri pts/SM bl d_tabl es/sec_views.lis
@ h/ SMDB/ Scri pts/ SM bl d_t abl es/ sec_vi ews. sql
exit;
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